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B.Sc. (ISCF) Curriculum  

Semester - I – Theory 

Sub. Code Subject Name L T P C 
Page 

No. 

HBTAH001 / 

HBHI17001 / 

HBFR17001 

Tamil - I / Hindi - I / French - I 3 0 0 3  

HBEN17001 English - I 3 0 0 3  

HBMA15A01 Allied Mathematics - I 3 1 0 4  

HBCS17C01 Fundamentals of Computer and Internet 3 1 0 4  

HBCS17C02 Fundamentals of Programming 3 1 0 4  

Practical 

HBCS17L01 Fundamentals of Programming Lab 0 0 6 2  

                                                                                    1st Semester Credits 20  
 

Semester - II - Theory 

Sub. Code Subject Name L T P C 
Page 

No. 

HBTA17002 

/HBH17002/ 

HFR17002 

Tamil - II / Hindi - II / French - II 3 0 0 3  

HBEN17002 English - II 3 0 0 3  

HBMA17A02 Allied Mathematics - II 3 1 0 4  

HBCS17C03 Object Oriented Programming 3 1 0 4  

HBCS17C04 Data Structures 3 1 0 4  

Practical 

HBCS17L02 Data Structure Lab using C++ 0 0 6 2  

                                                                                    2nd Semester Credits 20  
 

Semester - III - Theory 

Sub. Code Subject Name L       T P C 
Page 

No. 

HBPH14A03 Allied Electronics - I 3 1 0 4  

HBCS17C05 Programming in Java 3 1 0 4  

HBCS17C06 Operating System 3 1 0 4  

HBCF17C01 Introduction to Information Security  3 1 0 4  

HBCS17C08 Computer Networks 3 1 0 4  

Practical 

HBCS17L03 Programming in Java Lab 0 0 6 2  

HBMG17L01 Soft Skill - I 0 0 6 2  
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                                                                                    3rd Semester Credits 24  

 

Semester - VI – Theory 

Sub. Code Subject Name L       T P C 
Page 

No. 

HBMG17G01 Entrepreneurial Development 3 0 0 3  

HBCF17C05 Cyber Laws and Ethics 3 1 0 4  

HBCF17EZZ Elective - III 3 1 0 4  

Practical 

HBCF17P01 Project 0 0 12 10  

                                                                                    6th Semester Credits 21  

 

 

 

 

 

Semester - IV - Theory 

Sub. Code Subject Name L       T P C 
Page 

No. 

HBECE1 Allied Electronics - II 3 1 0 4  

HBCS17C09 Database Management System  3 1 0 4  

HBCF17C02 Cryptography   3 1 0 4  

HBCF17C03 

Fundamentals of Threats  

 

and Vulnerabilities  

3 1 0 4  

Practical 

HBCF17L01 Cryptography  and Vulnerability Assessment Lab  0 0 6 2  

HBCS17L05 DBMS Lab 0 0 6 2  

HBMG17L02 Soft Skill - II 0 0 6 2  

                                                                                    4th Semester Credits 22  

Semester - V – Theory 

Sub. Code 
Subject Name L       T P C 

Page 

No. 

HBMG14001 Environmental Studies 3 0 0 3  

HBCS17C13 Web Design 3 1 0 4  

HBCF17C04 Cyber Forensics   3 1 0 4  

HBCF17EXX Elective - I 3 1 0 4  

HBCF17EYY Elective - II 3 1 0 4  

Practical 

HBCS17L07 Web Design Lab 0 0 6 2  

HBCF17L02 Digital Forensics and Investigation Lab 0 0 6 2  

                                                                                    5th Semester Credits 23  
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Credit Requirements 

I Year - (I & II Sem)   - 20 + 20     =   40 

II Year - (III & IV Sem)  - 24 + 22     =   46 

III Year - (V & VI Sem)  - 23 + 21     =   44 

Total Credit Requirement                      =   130 

 

 

  

Electives  

Sub. Code Subject Name L T P C 
Page 

No 

HBCS17C14 Fundamentals of Cloud Computing 3 1 0 4  

HBCS17C11 Software Engineering 3 1 0 4  

HBCF17E01 Financial Fraud  3 1 0 4  

HBCS17E04 Data Mining 3 1 0 4  

HBCS17E03 E-Commerce  3 1 0 4  

HBCF17E02 Evidence Management  3 1 0 4  

HBCS17E07 Mobile Application Development 3 1 0 4  

HBCF17E03 Malware Detection and Analysis  3 1 0 4  

HBCS17E09 Open Source Software  3 1 0 4  
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HBCS17C01 FUNDAMENTALS OF COMPUTER AND INTERNET 3 1 0 4 

 

UNIT: I           9  3  0 

 Introduction to Computers - Generation of Computers - Classification of Digital Computer - 

Anatomy of Digital Computer 

 

UNIT: II           9  3  0 

Introduction to Computer Hardware: CPU and Memory - Secondary Storage Devices - Input 

Devices - Output Devices 

 

UNIT: III           9  3  0 

Introduction to Computer Software:  Programming Language - Operating Systems - 

Introduction to Database Management System. 

 

UNIT: IV           9  3  0 

Introduction to Computer Networks and Internets: Computer Networks - WWW and 

Internet - Email - Web Design 

 

UNIT: V           9  3  0 

Introduction to Computer applications and Security: Computers at Home, Education, 

Entertainment, Science, Medicine and Engineering - Introduction to Computer Security - 

Computer Viruses, Bombs, Worms. 

 

Total Number of Periods : 60 

 

TEXT BOOK:  

1. Fundamentals of Information Technology, Alexis Leon And Mathews Leon, Vikas 

Publishing House Pvt. Ltd, 2nd Edition, 2009 

 

REFERENCE BOOKS:  

1. Fundamentals of Computers and Information Technology, M.N Doja, 2005. 
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HBCS17C02 FUNDAMENTALS OF PROGRAMMING 3 1 0 4 

 

UNIT: I                                                                                                                        9  3  0 

C fundamentals Character set - Identifier and keywords - data types - constants - Variables - 

Declarations - Expressions - Statements - Arithmetic, Unary, Relational and logical , Assignment 

and Conditional Operators - Library functions.  

 

UNIT: II                                                                                                                       9  3  0 

Data input output functions - Simple C programs - Flow of control - if, if-else, while, do-

while, for loop, Nested control structures - Switch, break and continue, go to statements - 

Comma operator.  

 

UNIT: III                                                                                                                      9  3  0 

Functions -Definition - prototypes - Passing arguments - Recursion. Storage Classes - 

Automatic, External, Static, Register Variables.  

 

UNIT: IV                                                                                                                      9  3  0 

Arrays - Defining and Processing - Passing arrays to functions - Multi-dimension arrays - 

Arrays and String. Structures - User defined data types - Passing structures to functions - Self-

referential structures - Unions - Bit wise operations.  

 

UNIT: V                                                                                                                       9  3  0 

Pointers - Declarations - Passing pointers to Functions - Operation on Pointers - Pointer and 

Arrays - Arrays of Pointers - Structures and Pointers - Files: Creating, Processing, Opening and 

Closing a data file.  

 

Total Number of Periods : 60 

 

TEXT BOOK:  

1. Ashok N.Kamthane ,Programming with ANSI and Turbo C , Pearson Education, Aug 2009 

 

REFERENCE BOOKS:  

1. B.W. Kernighan and D.M.Ritchie, The C Programming Language, 2nd Edition, PHI, 2013.  

2. H. Scheldt, C: The Complete Reference, 4th Edition, TMH Edition, 2000.  

3. Kanetkar Y., Let us C, BPB Pub., New Delhi, 2016.  
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HBCS17L01 FUNDAMENTALS OF PROGRAMMING LAB 0 0 6 2 

 

1. Write a C Program to convert Celsius to Fahrenheit and vice versa. 

2. Write a C Program to Find Whether the Given Year is a Leap Year or not. 

3. Write a C Program to Add Digits & Multiplication of a number. 

4. Write a C program to find the length of the String.  

5. Write a C program to Reverse String without using Library Function. 

6. Write a C Program to Find Whether the Given Number is Prime Number. 

7. Write a C Program to Find Whether the Given Number is Armstrong Number. 

8. Write a C Program to print Pascal Triangle. 

9. Write a C Program demonstrating of parameter passing in Functions and returning 

values. 

10. Write a C Program to find Fibonacci Series using Functions. 

11. Write a C Program to find Factorial of a number using Do While Loop. 

12. Write a C Program to make a simple Calculator to Add, Subtract, Multiply or Divide 

Using switch…case. 

13. Write a C Program to print numbers from 1 to 10 using FOR loop. 

14. Write a C Program to swap the values of two variables without using third variable. 

15. Write a C Program to compute the sum of all elements stored in an array using pointers. 
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HBCS17C03 OBJECT ORIENTED PROGRAMMING 3 1 0 4 

 

UNIT: I               9 3 0 

Principles of Object Oriented Programming (OOP) : Evolution of C++ -Programming 

Paradigms - Key Concepts of OOP - Advantages of OOP - Usage of OOP and C++ .Input and 

Output in C++-Streams-Stream classes Unformatted console I/O operations-Member functions 

of istream class-manipulators-manipulators with parameters  

 

UNIT: II               9 3 0 

Introduction to C++ - Tokens, Keywords, Identifiers, Variables, Operators, Expressions and 

Control Structures: If, If...Else, Switch - Repetitive Statements- for, while, do…while - Pointers 

and arrays  

 

UNIT: III               9 3 0 

Functions in C++ - Main Function - Function Prototyping - Parameters Passing in Functions - 

Values Return by Functions - inline Functions - Function Overloading Classes and Objects; 

Constructors and Destructors; and Operator Overloading - Type of Constructors  

 

UNIT: IV               9 3 0 

Inheritance: Single Inheritance - Multilevel inheritance - Multiple inheritances - Hierarchical 

Inheritance - Hybrid Inheritance. Pointers - Virtual Functions and Polymorphism  

 

UNIT: V               9 3 0 

Working with Files: Classes for File Stream Operations - Opening and Closing a File - End-of-

File Detection - File Pointers - Updating a File - Error Handling during File Operations - 

Command-line Arguments  

 

Total Number of Periods : 60 

 

TEXT BOOKS:  

1. Ashok N.Kamthane, Object Oriented Programming with ANSI & Turbo C ++, Pearson 

Education, Aug 2009  

 

REFERENCE BOOK: 

1. E. Balagurusamy, Object Oriented Programming with C++, Mc Graw Hill, 4th edition, 2008.  
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HBCS17C04 DATA STRUCTURES 3 1 0 4 

 

UNIT: I               9 3 0 

Definition of a Data structure - primitive and composite Data Types, Arrays, Operations on 

Arrays, Ordered lists.  

 

UNIT: II               9 3 0 

Stacks - Operations - Applications of Stack - Infix to Postfix Conversion, Recursion, Queue- 

operations.  

 

UNIT: III               9 3 0 

Singly Linked List - Operations, Application - Representation of a Polynomial, Polynomial 

Addition; Doubly Linked List - Operations. 

  

UNIT: IV               9 3 0 

Trees and Graphs: Binary Trees - Operations - Recursive Tree Traversals- Graph - Definition, 

Types of Graphs, Graph Traversal - DFS and BFS  

 

UNIT: V               9 3 0 

Searching- linear and binary search – Sorting: Insertion, Bubble, Quick and Merge sort.  

        

Total Number of Periods : 60 

 

TEXT BOOKS:  

     1. C++ plus Data structure by N. Dale, publishers narosa publishing, Edition 2016. 

 

REFERENCE BOOKS: 

1. Data Structures, A. Chitra, P.T. Rajan, Tata McGraw Hill Education 2007. 

2. Fundamentals of Data Structures, Ellis Horowitz, Sartaj Sahni, Dinesh Mehta, 

Universities Press,2008.  
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HBCS17L02 DATA STRUCTURE  LAB USING C++ 0 0 6 2 

 

1. Implement PUSH, POP operations of stack using Arrays.  

2. Implement enqueue and dequeue operations of a queue using Arrays.  

3. Implement PUSH, POP operations of stack using Pointers. 

4. Implement enqueue and dequeue operations of a queue using Pointers. 

5. Implement Creation, insertion, and deletion operations in Singly linked list.  

6. Implementation of breadth first search for given graph. 

7. Implementation of depth first search for a given graph. 

8. Sorting - Quick sort.  

9. Implementation of Merge Sort using template. 

10. Implementation of heap sort method in c++. 
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HBPH14A03 ALLIED ELECTRONICS-I 3 1 0 4 

 

Unit – I             9 3 0 

Number Systems: Number systems - Decimal, Binary, Octal, Hexadecimal - conversion from 

one to another. Characters and codes: ASCII code, Excess-3 code, gray code - binary addition, 

subtraction,multiplication and division - unsigned binary numbers - signed magnitude numbers - 

complements in number systems. 

 

Unit – II            9 3 0 

Logic Gates: AND, OR, NOT, NOR & NAND gates, EX-OR gates.  Boolean Algebra and 

Boolean laws and theorems: De Morgan’s theorems - Duality theorem - simplification of sum 

of product and product of sum expressions - Karnaugh map and simplifications. 

 

Unit –III            9 3 0 

Simple arithmetic circuits: Half and Full adders - Binary adder/ subtracter - BCD adder Data 

processing circuits: Multiplexers - Demultiplexers -Encoders and Decoders. 

                9 3 0 

Unit – IV  

 Sequential Logic Design: Flip-flops - RS, JK, D & T Flip flops - Master/Slave Flip flop - Shift 

Registers - Counters - Asynchronous and Synchronous Counters. Digital to Analog Converters - 

Analog to Digital converters.  

 

Unit – V            9 3 0 

Memory Elements: RAM - static RAM - Dynamic RAM - ROM - Magnetic Disk memories - 

Magnetic tape – Cache Memory – Error detection & Correction using Parity & Hamming code.   

 

Total Number of Periods : 60 

 

TEXT BOOK: 

1. Digital Logic and Computer Design: M. Morris Mano 2nd Edition, Pearson Education, 

First Edition, 2008 

 

REFERENCE BOOKS: 

1. Virendra Kumar, “Digital Technology Principles and Practice”, New Age International, 

New Delhi, 2015. 

2. Donald P.Leach and Albert Paul Malvino, “Digital Principles and Application”, Fifth 

Edition, Tata McGraw-Hill Publishing Company Ltd.,New Delhi, 7th Edition, 2010. 
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HBCS17C05 PROGRAMMING IN JAVA 3 1 0 4 

 

UNIT: I               9 3 0 

Introduction to Java - Features of Java - Object Oriented Concepts - Data Types - Variables - 

Arrays - Operators - Control Statements-Input and output-Scanner and System class-

print(),println(), and printf() methods.  

 

UNIT: II               9 3 0 

Classes - Objects - Constructors - Overloading method - Access Control - Static and fixed 

methods - Inner Classes - String Class - Inheritance - Overriding methods - Using super- 

Abstract class – Type Wrapper classes for primitive types- Auto boxing and Auto Unboxing – 

Recursion.  

 

UNIT: III               9 3 0 

GUI components – Common GUI Event types and Listener Interfaces- JoptionPane – JLabel, 

JTextfield, JButton, JCheckBox, JTextarea, JComboBox, JList, JPannel – Mouse Event 

Handling - Adapter Classes- Key Event Handling.  

 

UNIT: IV               9 3 0 

Layout Managers – Flow Layout, Border Layout, Grid Layout - Graphics and Java 2D – 

Graphics contexts and Graphics objects – Color control – Font Control – Drawing Lines, 

Rectangles and Ovals – JSlider – Using menus with Frames. 

  

UNIT: V               9 3 0 

Packages - Access Protection - Importing Packages - Interfaces - Exception Handling - Throw 

and Throws - Thread - Synchronization - Runnable Interface - Inter thread Communication – 

Multithreading - I/O Streams - File Streams - Applets – Introduction to Java API 

Packages(java.lang and java.util )  

 

Total Number of Periods : 60 

 

TEXT BOOK:  

1. Programming in Java – 2nd Edition by C.Muthu, TMH Publication, 2008. 

 

REFERENCE BOOKS: 

1. Java How to Program by Deitel & Deitel - 6th Edition- PHI Publication 2005.  

2. Object Oriented Programming through JAVA, P Radha Krishna, Universities Press, Feb 

2011.  
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HBCS17C06 OPERATING SYSTEM 3 1 0 4 

 

UNIT: I              9 3 0  

Introduction – Types of operating systems - operating system services - system calls and 

system programs  

 

UNIT: II               9 3 0 

Process management - Process concepts - process scheduling - operation on process Inter 

process communication - CPU scheduling - scheduling algorithms - Deadlocks  

 

UNIT: III               9 3 0 

Memory Management - Single and multiple partitioned allocation – paging -segmentation - 

Virtual Memory Management - Demand paging and Page Replacement Algorithms  

 

UNIT: IV               9 3 0 

Information management - File concept - Access methods - Directory structure - allocation 

methods - free space management - disk scheduling.  

 

UNIT: V               9 3 0 

UNIX: UNIX system - A Case Study.  

 

Total Number of Periods : 60 

 

TEXT BOOK: 

1. Abraham Silberschatz and P. B. Galvin - Operating system concepts - Addison Wesley 

Publication, 9th Edition, 2013 

 

REFERENCE BOOK: 

Modern Operating System by Tanenbaum fourth edition Pearson Education, 2015. 
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HBCF17C01 
INTRODUCTION TO INFORMATION SECURITY 3 1 0 4 

 

UNIT I INTRODUCTION           9 3 0 

Key Information Security Concepts - Critical Characteristics of Information - Components of 

an Information System – Systems Development Life Cycle - Security Systems Development 

Life Cycle - Security Professionals and the Organization  

 

UNIT II  NEED FOR SECURITY       9 3 0 

Business needs – Threats: Compromises to Intellectual Property, Deliberate Software Attacks, 

Deviations in Quality of Service, Espionage or Trespass, Forces of Nature Human Error or 

Failure, Information Extortion, Missing, Inadequate, or Incomplete Organizational Policy 

Planning and controls, Sabotage or Vandalism Theft, Technical Hardware and Software 

Failures, Technological Obsolescence - Attacks 

 

UNIT III  RISK MANAGEMENT        9 3 0 

Overview of risk management – Identification – Assessment – Control Strategies- Selecting a 

risk control strategy  

   

UNIT IV PLANNING FOR SECURITY      9 3 0 

Information security planning and governance- policy standards and practices- security blue 

print- Education, training and awareness 

 

UNIT V  SECURITY TECHNOLOGY      9 3 0 

Access Control: Identification, Authentication, Authorization and Accountability – Firewalls: 

Processing modes, categories, architecture, configuring and maintaining, content filters 

 

Total Number of Periods : 60 

TEXT BOOKS: 

1. Michael E Whitman and Herbert J Mattord, “Principles of Information Security”, Vikas 

Publishing House, New Delhi, 2003  

2. Micki Krause, Harold F. Tipton, “Handbook of Information Security Management”, Vol 1-3 

CRC Press LLC, 2004.  

 

REFERENCE BOOKS:  

1.Stuart Mc Clure, Joel Scrambray, George Kurtz, “Hacking Exposed”, Tata McGraw-Hill, 

2003  

2. Matt Bishop, “ Computer Security Art and Science”, Pearson/PHI, 2002.  
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HBCS17C08 COMPUTER NETWORKS 3 1 0 4 

 

UNIT: I               9 3 0 

Introduction – Network Hardware – Software – Reference Models – OSI and TCP/IP models – 

Example networks: Internet, ATM, Ethernet and Wireless LANs - Physical layer – Theoretical 

basis for data communication - guided transmission media 

 

UNIT: II               9 3 0 

Wireless transmission - Communication Satellites – Telephones structure –local loop, trunks and 

multiplexing, switching. Data link layer: Design issues – error detection and correction. 

 

UNIT: III               9 3 0 

Elementary data link protocols - sliding window protocols – Data Link Layer in the Internet - 

Medium Access Layer – Channel Allocation Problem – Multiple Access Protocols. 

 

UNIT: IV               9 3 0 

Network layer - design issues - Routing algorithms - Congestion control algorithms – IP protocol 

– IP Address – Internet Control Protocol. 

 

UNIT: V               9 3 0 

Transport layer - design issues - Connection management - Addressing, Establishing & 

Releasing a connection – Simple Transport Protocol – Internet Transport Protocol (TCP) - 

Network Security: Cryptography. 

 

Total Number of Periods : 60 

 

TEXT BOOK: 

1. A.S. Tanenbaum,  Computer Networks, Fourth Edition, - Pearson Education, Inc, (Prentice 

hall of India Ltd), Delhi, Fifth Edition 2014 

 

REFERENCE BOOKS: 

1. Data Communications and Networking By Behrouz A. Forouzan, Tata McGraw Hill, 4th 

Edition, 2006. 

2. Computer Networks by M.Bhanumathi, Charulatha Publications, 2013. 
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HBCS17L03 PROGRAMMING IN JAVA LAB 0 0 6 2 

 

1. Finding area and Perimeter of a circle. Use Scanner class.  

2. Determining the order of numbers generated randomly using Random Class.  

3. String Manipulation (Substring removal, string replacement etc.)  

4. Drawing Rectangles, Ovals etc using Applet.  

5. Implementing Thread based applications & Exception Handling.  

6. Application using synchronization such as Thread based, Class based and synchronized 

statements.  

7. Implementing GUI based applications using swing components (JLabel, JButton, and 

JTextfield)  

8. Implementing GUI based application using Layout managers and menus.  

9. Application using file streams (sequential file)  

10. Application using file streams (Random file)  
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HBECE1 ALLIED ELECTRONICS-II 3 1 0 4 

 

UNIT – I :  SINGLE SIDEBAND AND COMMUNICATIONS SYSTEMS  9 3 0 

Introduction - Definitions - Theory of amplitude modulation and modulation index - sidebands 

produced in amplitude modulation – Power distribution on an AM Waves - Methods of 

amplitude modulation – Phase modulation - INtroduction - Definition - Express for FM wave – 

sideb and terms produced in frequency modulation - Phase modulation – Frequency Modulation 

method - Comparative advantages, disadvantages and merits of FM, PM and AM. 

 

UNIT – II:           9 3 0 

 RADIO RECEIVERS: Introduction - classification fo radio receivers – Superheterodyne 

receivers - AM Receivers - Receiver Charactertics - Receiver Noise – SSB Receivers - FM 

Receiver - Effect of Noise - Amplitude and Frequency modulation. 

 

UNIT – III :           9 3 0 

 DIGITAL AND DATA COMMUNICATION: Introduction - Types of analog pulse 

modulation - Generation and demodulation of PAM waves - pulse duration (width) modulation 

(PWM) - Pulse Position Modulation (PPM) - Generation and demodulation of PPM - Pulse Code 

Modulation (PCM) - Generation and demodulation of PCM - Multiplex Transmission - 

Frequency Division Multiplexing - Time Division Multiplexing. 

 

UNIT IV : BASEBAND DATA TRANSMISSION      9 3 0 

History of wireless communication - A simplified reference model - Frequencies for radio 

transmission - multiplexing - frequency division multiplexing - time division multiplexing - code 

division multiplexing - modulation - amplitude shift keying - frequency shift keying - phase shift 

keying - advanced frequency shift keying - advanced phase shift keying - multi carrier 

modulation. 

 

UNIT – V : CELLULAR TELEPHONE COMMUNICATION SYSTEM     9 3 0 

GSM - Mobile Services - System Architecture - Radio Interface - Protocols - Localisation and 

calling - Handover - Security - New Data Services. 

 

Total Number of Periods : 60 

 

TEXT BOOK: 

1. N.D. Deshpande, D.A. Deshpande, P.K. Rangole, Communication Electronics, Tata McGraw 

Hill Publishing Company Limited, Seventh Reprint, New Delhi.,1989. 

 

REFERENCE BOOKS: 

1. Jochen H. Schiller, Mobile Communication, Pearson Education Ltd., Seventh Impression 

2008, New Delhi. 

2. B. Basavaraj, H.N. Shivashankar, “Basic Electronics”, 2nd Edition, Universities Press 2015. 
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HBCS17C09 DATABASE MANAGEMENT SYSTEM 3 1 0 4 

  

UNIT: I              9  3  0 

Purpose of Database - Overall System Structure - Entity Relationship Model - Mapping 

Constraints - Keys - E-R Diagrams - Relational Model - Structure 

 

UNIT: II             9  3  0 

Structured Query Language - Basic Structure - Set Operations - Aggregate Functions - Date, 

Numeric, and Character Functions - Nested Sub queries -Modification Of Databases - Joined 

Relations-DDL - Embedded SQL.  

 

UNIT: III               9  3  0 

Relational Database Design - Pitfalls - Normalization Using Functional Dependencies - First 

Normal Form-Second Normal Form-Third Normal Form-Fourth Normal Form And BCNF.  

 

UNIT: IV               9  3  0 

Indexing & Hashing -  File and system structure – overall system structure  file transaction  – 

data dictionary  – indexing and hashing basic concepts. static and dynamic hash functions 

Transaction Management 

 

UNIT: V           9  3  0 

Transactions - Transaction Concept- Properties of a Transaction- A Simple Transaction Mode- 

Concurrent Executions- Schedules- Serial and Non Serial types-Serialization of schedules and 

views-locks based protocols-time based protocols. 

            

Total Number of Periods : 60 

 

TEXT BOOKS: 

1.  Abraham Silberschatz, H.F.Korth and S.Sudarshan-Database System Concepts McGraw Hill 

Publication., 6th Edition, 2013 

2. Singh-Database systems: Concepts, Design & applications, Pearson Education, 2nd Edition, 

2011 

REFERENCE BOOKS: 

1. Gerald V.Post - DBMS-Designing and Business Applications - McGraw Hill Publications  

2. Michael Abbey and Michael.J.Corey-Oracle- A Beginners guide TMH 
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UNIT – I  INTRODUCTION        9  3  0

 Computer Security concepts – OSI Security architecture-  – security attacks – security 

services- security mechanisms – classical encryption techniques 

 

UNIT – II  BLOCK CIPHERS AND ENCRYPTION STANDARDS  9  3  0 

Block cipher – design principles – Data Encryption Standard (DES) – Strength of DES- 

Differential and Linear Cryptanalysis - Triple DES – AES  

 

UNIT – III  ASYMMETRIC CIPHERS       9  3  0 

Principle of public key cryptosystems – RSA Algorithm – Diffie – Hellman Key Exchange 

Elliptic curve arithmetic- Elliptic curve cryptography  

 

UNIT – IV  DATA INTEGRITY ALGORITHMS     9  3  0 

Simple hash functions-Requirements and security-Secure Hash algorithm(SHA)- Message 

authentication requirements, functions and codes- Digital Signatures 

 

UNIT – V  INTERNET SECURITY       9  3  0

   

Pretty Good Privacy PGP – S/MIME- Domain Keys Identified Mail DKIM – IP Security 

overview- IP Security Policy – Encapsulating Security payload 

 

Total Number of Periods : 60 

  

TEXT BOOKS  

1. William Stallings, “Cryptography and Network Security: Principles and practice”, 

Pearson Education Inc.2016 

 

REFERENCES 

1. Baxer, “Networking Security”, McGraw Hill, 1996.  

2. Derek Atkins, “Internet Security”, Techmedia, 1998. 

 

 

 

 

 

 

  

 HBCF17C02 CRYPTOGRAPHY  3 1 0 4 
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Unit-I Information Systems Security        9  3  0 

Introduction,Risks,Threats and Vulnerabilities,Tenets of Information Systems Security, The 

Sevendomains of IT Infrastructure,IT Security Policy Framework. 

 

Unit-II Malicious Attacks,Threats and Vulnerabilities      9  3  0 

Introduction,Categories of Threats,Deliberate software attacks,Deviations in QOS,Human 

Error,Vandalism,Theft,Hardware Failures,Software Failures,Attacks 

 

Unit-III Managing IT Risk         9  3  0 

Risk Management,Risk Identification,Risk Assesment and Risk Control Strategies 

 

Unit-IV Security Technology         9  3  0 

AccessControl:Identification,Authentication,Authorization,Accountability, Firewalls, Protecting 

Remote connections 

 

Unit-V Prevention Systems and Security Tools       9  3  0 

Intrusion Detection and Prevention Systems,Honeypots,Honeynets,Scanning and Analysis Tools 

 

Total Number of Periods : 60 

 

Text Book: 

1. Principles of Information Security by Michael E.Whitman and Herbert J.Mattord,4th 

Edition. 

 

Reference Books: 

1. Fundamentals of Information Systems Security by David Kim and Michael G.Solomon-Jones 

and Bartlett Learning 

2. Handbook of Information Security Management by Tipton RuthbeRg25th 

  

HBCF17C03 
FUNDAMENTALS OF THREATS AND 

VULNERABILITIES 
3 1 0 4 
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HBCF17L01 CRYPTOGRAPHY  AND VULNERABILITY 

ASSESSMENT LAB 

0 0 6 2 

 

CRYPTOGRAPHY 

Using Cryp Tool Portal perform the following the following Encryption TEchniques 

1. Symmetric Encryption 

o Ceaser Cipher  

o Playfair Cipher  

o Hill Cipher 

o Vigenère Cipher 

2. Block Ciphers and Data Encryption Standards 

o DES 

o Triple DES 

o AES 

3. Hash Functions 

o SHA 

o MD5 

 

4. Implementation of Digital Signature and PKI 

5. Cryptanalysis of  algorithms 

o Vigenère 

o RSA 

o AES 

VULNERABILITY ASSESSMENT 

6. Network Mapping & Target Identification  

 

7. Interpreting Tool Output - Interpreting output from port scanners, network sniffers and 

other  

network enumeration tools.  
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HBCS17L05 

 
DBMS LAB 0 0 6 2 

 

I. Program to learn SQL commands  

1. Execution of DDL Commands 

2. Execution of DML Commands 

3. Insert Command 

4. Select, From and Where Clause 

5. Set Operation [Union, Intersection, Except] 

6. Nested Queries 

7. Join Operation 

8. Modification of the Database 
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HBCS17C13 WEB DESIGN 3 1 0 4 

 

UNIT: I               9 3 0 

Introduction to HTML:  Internet Basics, Web server–Web Client–HTML tags–Structure of 

HTML program–Text Formatting– Introduction to List – ordered, unordered and nested list. 

 

UNIT: II               9 3 0 

Tables and Graphics: Introduction to Tables – Table Attributes: Align, Valign, Width, Border, 

Cell padding, Cell Spacing, Colspan, Rowspan. Graphics: Selecting a Graphics Format – 

Preparing Graphics for Web Use – Inserting Graphics – Arranging Elements on the Page – 

Controlling Image Size and Padding. 

 

UNIT: III               9 3 0 

Links, Forms & Frames: Linking documents–Image as hyperlinks – Creating User Forms – 

Using Frames for Layout – Frameset Element – Nested Frameset. Introduction to Style sheets – 

Formatting Text by Using Style Sheets – Formatting Paragraphs by Using Style Sheets. 

 

UNIT: IV               9 3 0 

Introduction to Javascript - Advantage of Javascript - Javascript Syntax - Datatype - Variable - 

Array - Operator and Expression - Looping Constructor - Function - Dialog box. 

 

UNIT: V               9 3 0 

The JavaScript document object model:  Introduction – JavaScript Assisted Style Sheets (JSSS 

DOM) – Understanding objects in HTML: Browser Objects– Object Heirarchy – Handling 

Events Using JavaScript. 

 
Total Number of Periods : 60 

 

TEXT BOOK: 

1. Ivan Bayross, Web Enable Commercial Application Development Using HTML, DHTML, 

JavaScript, Perl CGI, BPB Publications, 2009 

 

REFERENCE BOOK: 

1. T. A. Powell, Complete Reference HTML (Third Edition), TMH, 5th Edition, 2010 
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HBCF17C04 CYBER FORENSICS 3 1 0 4 

 

UNIT I  COMPUTER FORENSICS FUNDAMENTALS    9 3 0 

Introduction – Use of computer forensics in law enforcement- forensic services- forensics 

methodology- forensic specialists- types of forensic technology- specialized forensics 

techniques-hidden data-spyware hidden data- spyware- encryption methods and vulnerabilities 

protecting data- internet tracing methods 

 

UNIT II COMPUTER FORENSICS SYSTEMS     9 3 0 

Internet Security systems- Intrusion Detection Systems- Firewall Security Systems- Storage Area 

Security Systems- Network Disaster Recovery Systems – Identity theft- Biometric Security 

Systems  

 

UNIT III DATA RECOVERY AND EVIDENCE COLLECTION   9 3 0 

Data backup and recovery- role of backup in data recovery- data recovery solution- hiding and 

recovering hidden data- Types and rules of evidence- collection and archiving- methods of 

collection – Chain of custody- reconstructing the attack 

 

UNIT IV DUPLICATION AND PRESERVATION      9 3 0 

Preserving digital crime scene- evidence processing steps- legal aspects- evidential 

authentication- practical considerations -practical implementation  

 

UNIT V COMPUTER FORENSIC ANALYSIS     9 3 0 

Discovery of Electronic evidence- Electronic Document Discovery- identification of data- time 

keeping- forensic identification and analysis of technical surveillance devices – reconstructing 

past events- usable and unusable file formats – converting files Cyber forensics tools and case 

studies.     

 
Total Number of Periods : 60 

 

TEXT BOOK: 

1. Computer Forensics: Computer Crime Scene Investigation Second Edition Charles River 

Media, Inc. John R.Vacca 

 

REFERENCE BOOKS: 

1. Handbook of Digital and Multimedia Forensic Evidence [Paperback] John J. Barbara  

2. Computer Forensics: Investigating Network Intrusions and Cyber Crime (Ec-Council 

Press Series: Computer Forensics)  

3. CyberForensics: Understanding Information Security Investigations (Springer's Forensic 

Laboratory Science Series) by Jennifer Bayuk  
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HBCS17L07 WEB DESIGN LAB 0 0 6 2 

 

1. Write HTML code to develop a web page having the background in red and title “My 

First Page” apply marquee in any other color, giving details of your name, age, address 

2. Write a web page to display list of names using ordered & unordered list. 

3. Write HTML code to create a Webpage that contains an image at its left hand side of the 

page, when user clicks on the image; it should open another web page. 

4. Write a HTML code to create a floating image with paragraph tags 

5. Create a web page to display a table and fill in the data in the table created. 

6. Create a web page having two frames one containing links and another with contents of 

the link. When link is clicked appropriate contents should be displayed on Frame. 

7. Create a simple form accepting – Name, Register No. and Submit Button 

8. Write a simple style sheet using font-size property for text sizes 

9. Create a style sheet to implement the class attribute and id to differentiate the text color 

10. To compute Fibonacci sequence using JavaScript 

11. Write a simple JavaScript program to Copy Text from Different Field.  

12. To check the given number is odd or even using JavaScript. 

13. To implement switch case to find the days of the week JavaScript. 

 

 

 

 

 

 

 

  

https://www.w3schools.com/html/tryit.asp?filename=tryhtml_css_class
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HBCF17L02 DIGITAL FORENSICS AND INVESTIGATION LAB 0 0 6 2 

 

Using relevant open source tools perform the following analysis 

 

1. Steganography and its detection 

2. Photo Morphing 

3. Warping  

4. Pan Sequences 

5. Quick Crypto Forensics 

6. Anti virus Forensics 

7. Forensics investigations using Encase 

8. Mobile Forensics 

9. Recovering deleted files and partitions 

10. Investigative reports 
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HBCF17C05  CYBER LAWS AND ETHICS 3 1 0 4 

 

UNIT: I                   9 3 0 

Cyber laws and rights in today's digital age; IT Act, Threats to information resources, including 

military and economic espionage, communications eavesdropping, computer break-ins, denial-

of-service, destruction and modification of data, distortion and fabrication of information, 

forgery, control and disruption of information- Countermeasures, intrusion detection, firewalls -

limitations of those countermeasures- Information warfare policy-ethical Issues. 

 

UNIT: II                         9 3 0                                                                                                          

The Cyberspace – Protection of Copyrights of Cyber Space – Rights of Software Owners – 

Infringement of Copyright – remedies for infringement of Copyright on Cyberspace –liabilities 

of an Internet Service Provider (ISP) in Cyberspace – Cyberspace and the Protection of Patents 

in India. 

 

UNIT: III                              9 3 0                                                                                                 

An Overview of Cyber Crimes – Indian Evidence Act – Examiner of Electronics Act – 

Amendments Introduced in Indian Evidence Act, 1872 – IT Act as Amended upto 2008 – 

 

UNIT: IV                                       9 3 0                                                                                           

IT (Certifying Authorities) Rules, 2000 – Ministerial Order on Blocking of Websites – The IT 

(Use of Electronics Records and Digital Signatures) Rules 2004-Cyber Appellate tribunal - Its 

Function and Powers under IT Act – Obscenity and pornography on Cyberspace – Hacking on 

Cyberspace on Internet – Other Offences  

 

UNIT: V           9 3 0 

Violation of the Right of Privacy on Cyberspace / Internet – Punishment for violation of Privacy, 

Breach of Confidentiality and Privacy under the IT Act – Terrorism on Cyberspace / Internet- 

Ethics in Cyber Space- ethical values in digital space 

 
Total Number of Periods : 60 

 

TEXT BOOK: 

1. Text Book on Cyber Law by Pavan Duggal, Second edition-2016 

 

REFERENCE BOOKS: 

1. Cyber Laws and it Protection Paperback – 2012 by Harish Chander  

2. Understanding Laws– Cyber Laws And Cyber Crimes Paperback – Jun 2014 by  
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HBCF17P01 PROJECT 0 0 12 10 

 

Students are expected to carry out the following: 

(i) Implement the Design using suitable technologies. 

(ii) Generate the test cases. 

(iii) Demonstrate the solution with suitable user interface. 

(iv) Prepare a project report consolidating the phase-I and II activities.   
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ELECTIVES 

 

UNIT: I              9 3 0 

Overview of Cloud Computing: Introduction- NIST Cloud Model- Benefits of Cloud 

Computing- Challenges of Cloud Computing- Cloud-Enabling Technologies- Cloud Standards 

and References 

 

UNIT: II              9 3 0 

Cloud Deployment and Service Models- Cloud Deployment Models- Cloud Service Delivery 

Models- Software as a Service- Platform as a Service- Infrastructure as a Service-X as a Service  

 

UNIT: III               9 3 0 

Cloud Reference Architecture: Introduction to Reference Framework - Role-based Cloud 

Computing Reference Architectures - Layer-based Cloud Computing Reference Architectures 

 

UNIT: IV              9 3 0 

Cloud Storage System - Basics of Cloud Storage - Cloud Storage Models - Mobile Cloud 

Storage - Advantages and Limitations of Cloud Storage - Cloud Storage Architecture - Cloud 

Storage Devices - Cloud File Systems 

 

UNIT: V               9 3 0 

Introduction to Virtualization - Need for Virtualization -Benefits of Virtualization -Limitations 

of Virtualization - Approaches to Virtualization - Types of Virtualization -Computer System 

Architecture  

 
Total Number of Periods : 60 

 

TEXT BOOK: 

1. Kannammal, “Fundamentals of Cloud computing” ,  Cengage Learning India Private Limited, 

Edition (2015) 

 

REFERENCE BOOKS: 

1. Arshdeep Bahga, “Cloud Computing: A Hands-on Approach”, Universities Press, 2014. 

2. Michael Miller, “Cloud Computing”, Pearson Education, New Delhi, 2009. 

 

 

  

HBCS17C14 FUNDAMENTALS OF CLOUD COMPUTING 3 1 0 4 
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HBCS17C11 SOFTWARE ENGINEERING 3 1 0 4 

 

UNIT: I               9 3 0 

The Product - the process - project management concepts - software projects and project 

metrics. 

 

UNIT: II               9 3 0 

Software project planning - risk analysis and management - project scheduling and tracking - 

software quality assurance. 

 

UNIT: III               9 3 0 

Software configuration management - System Engineering - analysis concepts and principles - 

analysis modelling. 

 

UNIT: IV               9 3 0 

Design concepts and principles - architectural designs - user interface design. 

 

UNIT: V               9 3 0 

Component level design - software testing techniques - software testing strategies - technical 

metrics for software 

 
Total Number of Periods : 60 

 

TEXT BOOK: 

1. Roger S. Pressman - Software Engineering A Practitioner's Approach - 5thedition, McGraw 

hill, Seventh Edition. 

 

REFERENCE BOOK: 

1. Ian Sonunerville Software Engineering - 5th Edition - Addison Wesley. 
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HBCF17E01 FINANCIAL FRAUDS 
3 1 0 4 

 

Unit : I            9 3 0  

Cyber Crime Overview : Introduction to Cyber Crime :Concepts and Techniques -  Channels of 

Cyber Crimes - Cyber Crime Methods: Stalking & Cyber Squatting, Cyber Extortion & Cyber 

Cheating, Cyber warfare & Cyber Terrorism Phishing & Hacking - Computer Insecurity 

lInternet Crime & Internet fraud lUser Failures & Causes Bank Failure 5. Computer Hackers  

 

Unit : II            9 3 0 

Computer Fraud Protection Computer Fraud Protection : Prevention, Detection  and mitigation 

Controls Encryption / Decryption - Incident of Cyber crimes : Cyber Crime Reporting , Cyber 

Crime Investigation, Cyber Crime Management , Evidence Collection & Chain of Custody , 

Cyber Crime Risk Management 

 

Unit : III            9 3 0 

Online Transactions : Concepts, Emerging Trends and Legal Implications - Global Payment 

Processing  

 

Unit : IV            9 3 0 

Payment Cards & Data Security - Electronic Card Frauds : ATM Cards , Credit Cards,  Smart 

Cards  

 

Unit : V            9 3 0 

Cyber Law in India : Information Technology Act - 2000 -  Electronic Transactions and 

Taxation Issues - Human traits : Associates Behaviour - Regulatory Compliance  

 

Total Number of Periods : 60 

 

TEXT BOOK: 

1. “Cyber Crimes and Fraud Management”, IIFB, Macmillan Publication, 2014 

 

REFERENCE BOOKS: 

1. “Information System for Banks, Macmillan Publication”, IIFB,  2nd Edition 2017 

2. “Prevention of Cyber Crimes and Fraud Management” IIFB Macmillan Publication  2017 
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UNIT-I            9 3 0 

DATA WAREHOUSING: Introduction – What is a Data Warehousing-Definition- Data 

Warehouse Vs Database – Advantage and Disadvantage of Data Warehousing - Data 

Warehousing Architecture – Dimensional Modelling – Categorisation of Hierarchies – 

Aggregate Function. 

 

UNIT-II           9 3 0 

OLAP: OLAP Operations – Data Cube: A Multidimensional Data Model – OLAP Server – 

ROLAP – MOLAP – Cube Computation. 

 

UNIT-III           9 3 0 

DATA MINING: Introduction –What is a Data Mining- Definition-KDD vs Data Mining- 

DBMS vs DM-Other Related Areas-DM Techniques-Other Mining Problems-Issues and 

Challenges in DM-DM Application areas. 

 

UNIT-IV            9 3 0 

ASSOCIATION RULES: Introduction-What is an Association Rule-Methods to discover 

Association Rules- APriori Algorithm- DECISION TREES: What is a Decision Tree-Tree 

Constructing Principle- Best Split-Decision Tree Construction Algorithm-CART-ID3-C4.5. 

 

UNIT-V           9 3 0 

WEB MINING: Introduction-Web Mining –Web content Mining- Web Usage Mining- Text 

Mining- Unstructured Text. 

 
Total Number of Periods : 60 

 

TEXT BOOK: 

1. Arun K Pujari, Data Mining Techniques, Universities Press, Fourth Edition 2017.  

 

REFERENCE BOOKS: 

1. Insight Into Data Mining Theory And Practice By K.P.Soman Shyam Diwakar V.Vijay, 

PHI,Publication.  

2. Data Warehousing, Data Mining And Olap By Alex Berson And Stephen J.Smith, TMH 

Publication. 

 

  

HBCS17E04 DATA MINING 3 1 0 4 
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HBCS17E03 E- COMMERCE 3 1 0 4 

 

UNIT: I            9 3 0 

Electronic Commerce Framework, Traditional vs. Electronic business applications, the anatomy 

of E-commerce applications.  

 

UNIT: II            9 3 0 

Network infrastructure for E-Commerce - components of the I-way - Global information 

distribution networks - public policy issues shaping the I-way. The internet as a network 

infrastructure. The Business of the internet commercialization.  

 

UNIT: III            9 3 0 

security and firewalls - client server network security - firewalls and network security - data and 

message security - encrypted documents and electronic mail.  

 

UNIT: IV            9 3 0 

Electronic Commerce and world wide web, consumer oriented E-commerce, Electronic payment 

systems, Electronic data interchange (EDI),EDI applications in business ,EDI and E-commerce 

EDI implementation.  

 

UNIT: V            9 3 0 

Intraorganizational Electronic Commerce supply chain management Electronic Commerce 

catalogs, Document Management and digital libraries 

 
Total Number of Periods : 60 

 

TEXT BOOK:  

1. R. Kalakota and A. B. Whinston, Frontiers of Electronic Commerce, Addison Wesley, 1997.  

 

REFERENCE BOOKS:  

1. R.Kalakota and A.B.Whinston,Readings in Electronic Commerce, Addison Wesley, 1997. 

2. David Kosiur, Understanding Electronic Commerce, Microsoft Press, 1997.  

3. Soka, From EDI to Electronic Commerce , McGraw Hill, 1995. 4. Saily Chan, Electronic 

Commerce Management, John Wiley, 1998. 
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HBCF17E02 EVIDENCE MANAGEMENT 3 1 0 4 

 

UNIT I DIGITAL EVIDENCE AND COMPUTER CRIME   9 3 0 

Digital evidence- increasing awareness – challenging aspects- following and challenging cyber 

trail- Computer crime investigation- evolution of investigative tools language of computer 

crime- role of computers in crime  

 

UNIT II INVESTIGATIVE PROCESS      9 3 0 

Role of digital evidence- Investigative methodology: accusation or incident alert, assessment of 

worth, incident crime scene protocols, identification or seizure, preservation, recovery, 

harvesting, reduction, organization and search, analysis, reporting, persuasion and testimony  

 

UNIT  III INVESTIGATIVE RECONSTRUCTION     9 3 0 

Equivocal Forensic Analysis: temporal, relational and functional analysis-Victimology-crime 

scene characteristics-evidence dynamics and introduction of error- reporting 

 

UNIT  IV DIGITAL EVIDENCE IN THE COURTROOM    9 3 0 

Admissibility- authenticity and reliability certainty scale- best evidence direct versus 

circumstantial evidence- hearsay-scientific evidence- presenting digital evidence 

 

UNIT  V CYBERSTALKING AND EVIDENCE HANDLING   9 3 0 

Cyberstalkers operation- investigating cyberstalking- digital evidence as alibi- Digital evidence 

handling: handling guidelines, examination guidelines 

    

  Total Number of Periods : 60  

 

TEXT BOOK:  

1. ‘Digital Evidence and Computer Crime Forensic science, Computers and Internet’ -  

EoghanCasey  – Elsevier Academic Press –Third Edition 

 

REFERENCE BOOKS: 

1. A Electronic Discovery and Digital Evidence in a Nut Shell-Shira A Scheindlin, Daniel J 

Capra,The  Sedona Conference-Academic Press-Third Edition 
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HBCS17E07 MOBILE APPLICATION DEVELOPMENT 3 1 0 4 

 

UNIT I: INTRODUCTION           9  3  0  

Introduction to Mac, XCode, Objective C- Mobile Devices Profiles - Mobile Software - Options 

for development  

 

UNIT II : INTRODUCTION TO SOFTWARE AS A SERVICE     9  3  0  

Service Oriented Computing Examples- Google Maps- Amazon Web Services  

 

UNIT III : USER INTERFACE (UI) DEVELOPMENT FOR MOBILE APPS   9  3  0  

UI elements views-User Interface Frameworks  

 

UNIT IV : GOOGLE ANDRIOD PLATFORM         9  3  0  

The Eclipse Simulator - Google Application Architecture - Event based programming  

 

UNIT V : APPLE IPHONE PLATFORM         9  3  0   

UIKit for Interfaces - Event Handling - Layer Animation  

 

Total Number of Periods: 60 

 

TEXT BOOK: 

1. Ed Burnette (2009) Hello, Android: Introducing Google's Mobile Development 

Platform,Pragmatic Bookshelf 2. Marko Gargenta (2011) Learning Android ,O'Reilly 

Media. 

 

REFERENCE BOOKS: 

1. Richard Rodger (2012) Beginning Mobile application development in the cloud, Wrox Publication 
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Unit : I            9  3  0 

Malware Analysis and Reverse Engineering - Types of Malware Analysis - Purpose of 

Malware Analysis - Limitations of Malware Analysis - Malware Analysis Process - Effective 

Malware Analyst 

 

Unit : II             9  3  0 

Malware Taxonomy - Malware Classes: Infectors, Images   Network worms, Images   Trojan 

horses, Images   Backdoors,Images   Remote-access Trojans, Images   Information stealers, 

Images   Ransomware, Images   Scareware, Images   Fakeware, Images   Greyware 

 

Unit : III            9  3  0 

Malware Deployment - Malware infection vectors- types : Physical media, Images   E-mails, 

Instant messaging and chat, Social networking, Universal resource locator (URL) links, File 

shares, Software vulnerabilities- Potential infection vectors 

 

Unit : IV            9  3  0 

 Protective Mechanisms - States of malware: static, dynamic- Static mechanism : Entry-point 

obscuring, Basic malware encryption, Polymorphism, Metamorphism, Anti-reversing- Dynamic 

mechanism : Anti-debugging: Anti-sandboxing, Environment lock, Anti-AV scanning, Network 

behavior protection 

 

Unit : V            9  3  0 

Malware Dependencies - Dependency types : Environment: Operating system, System settings, 

Virtualization – Program – Timing- Event- User: Compromise accomplice, Roles and access- 

File  

 

Total Number of Periods: 60 

 

TEXT BOOK: 

1. “Advanced Malware Analysis” Christopher Elisan, McGraw-Hill, 2015 

 

REFERENCE BOOKS: 

1. “Practical Malware Analysis” Michael Sikorski; Andrew Honig, No Starch Press, 2012 

2. “Cuckoo Malware Analysis” Digit Oktavianto; Iqbal Muhardianto, Packt Publishing, 

2013 

 

 

 

 

  

HBCF17E03 MALWARE DETECTION AND ANALYSIS 
3 1 0 4 
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HBCS17E09 OPEN SOURCE SOFTWARE 3 1 0 4 

 

UNIT I           9 3 0 

OPEN SOURCE-Introduction: Open Source – Open Source vs. Commercial Software – What is 

Linux? - Free Software – Where I can use Linux? Linux Kernel – Linux Distributions  

 

UNIT II           9 3 0 

LINUX -Introduction: Linux Essential Commands - File system Concept - Standard Files - The 

Linux Security Model - Vi Editor - Partitions creation - Shell Introduction - String Processing - 

Investigating and Managing Processes - Network Clients - Installing Application  

 

UNIT III           9 3 0 

APACHE -Introduction - Apache Explained - Starting, Stopping, and Restarting Apache - 

Modifying the Default Configuration - Securing Apache - Set User and Group - Consider 

Allowing Access to Local Documentation - Don't Allow public_html Web sites - Apache control 

with .hatches  

 

UNIT IV           9 3 0 

MySQL-Introduction to MY SQL - The Show Databases and Table - The USE command - 

Create Database and Tables - Describe Table - Select, Insert, Update, and Delete statement - 

Some Administrative detail - Table Joins - Loading and Dumping a Database. 27  

 

UNIT V           9 3 0 

PHP -PHP Introduction- General Syntactic Characteristics - PHP Scripting - Commenting your 

code - Primitives, Operations and Expressions - PHP Variables - Operations and Expressions 

Control Statement - Array - Functions - Basic Form Processing - File and Folder Access - 

Cookies - Sessions - Database Access with PHP - MySQL - MySQL Functions - Inserting 

Records - Selecting Records - Deleting Records - Update Records. 

 

Total Number of Periods: 60 

 

TEXT BOOK:  

1. "Open Source Web Development with LAMP using Linux, Apache, MySQL, Perl and PHP", 

James Lee and Brent Ware, Dorling Kindersley (India) Pvt. Ltd, 2008  

 

REFERENCE BOOK: 

1. "Setting Up LAMP: Getting Linux, Apache, MySQL & PHP and working Together", Eric 

Rosebrock, Eric Filson, Published by John Wiley and Sons, 2004. 

 


